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l.T-NGIN
|loT-NGIN building blocks

N

Cybersecurity, Mobility & MCM Data Secure (Edge)
Trust & Privacy 5G Netfworks Sovereignty Cloud

Digital Technologies
Next Generation

Business

Internet

Blockchains M2M & 5G Big Data - ML  Scalability
and DLTs Connectivity Arfificial Inteligence
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12T-NGIN
|OT-NGIN In one slide

» Qur goal:

* Bringing the loT and modern technologies (5G, Al, DLT...) together in an
optimal way, fowards a sustainable ecosystem of European
Technology and System providers

(:\\r

« Qur way:
« Offer new tools and ecosystem to enable next-generation |oT
« New services to existing platforms
« New platform opportunities
* New collaboration paradigms
* New business potential

* Prepare the technology & standardization landscape to manage the
demands posed by large-scale loT deployments
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|OoT-NGIN core technical objectives
(:\\f

» Patterns-based meta-architecture
« Architectural design language for loT platforms and services

 targeting mostly next-generation loT architectures
- Compatible with existing, legacy loT architectures

* |oT-NGIN federation approach
« Machine Learning as a Service — Distributed Al
 Inter-DLT technologies for secure and trusted interactions
» /ero knowledge proof techniques for security, privacy and trust
by design
* Meta-level semantic twins and Onfology-based operations to
ensure interoperability
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|OoT-NGIN core technical objectives

N

» Optimize [oT/M2M and 5§G/MCM communications

Task offloading onto a secure edge cloud

5G slicing

Time Sensitive Networking

Research over a 5G network exposure API

Device to Device communications for exiending 5G coverage

* Enable user and self-aware, autonomous |oT systems
* privacy-preserving federated ML & relevant attacks detection
- ambient intelligence, with AR support towards tactile internet

» Research towards distributed loT cybersecurity and trust
« Self-Sovereign Identities
* Inferconnected DLTs
« ML-based cybersecurity auditing and active protection
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Validation
@

/ LLs and

Lab Tests

12
PARTNERS
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Open Calls
@

leT-NGIN

* Increase the |oT-NGIN community via 2 open calls
- 15t Open call closed, 2" will be live in a few days

Open Call 1 Selection Ends/Contracts Signed

Open Call 1T Submission Ends

Project
Start

Fine-tuning Call 1 Scope /
Open Call T Material Ready

Open Call 1 Submission starts

27.06.2022

Open Call 2 Selection Ends/Confracts Signed

I

Open Call 2 Submission Ends

Open Call 2 Submission starts
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Open Call 2 Material Ready
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Thank you for your
attention

27.06.2022

Jonathan Klimt, M.Sc.
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|lOoT-NGIN Integrating loT Architectures

N
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5G coverage extension

N

Extended Coverage Through D2D
/
/ |
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Time Sensitive Networking (IEEE 802.1AS)

N
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loT-centric  dynamic management of 585G

o Resources

Devices Cloud/Edge Cloud
Application 1 Application 2 loT Microservice 1 |loT Microservice 2
[oT-NGIN 5G

Resource
Management API

APl Server

Internal Adapter N
APIs

5G Capabilites
Exposure APIs

Device Mgmt. API 3GPP Open APIs OSM API Kubernetes API OpenStack AP

5G Core and Edge Cloud
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Secure Edge Cloud framework for [oT micro-
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Machine Learning as a Service

N

Online Learning Model translation/sharing

KubeFlow Security Cl/CD

Keycloak ArgoCD
Cert Manager GitLab Runner

TensorFlow U
PyTorch Jupyter
XGBoost Pipelines

® KNative Storage loT Gateway  Messaging

Istio MQTT
- MQTT
@ Kubernetes

Computer Cluster (CPU, GPU, TPU)
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Privacy-preserving Federated Learning

Federated Learning API
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loT Cybersecurity

N
Training
. (poisoned L
GAN-based datasets) Malicious
dataset Attack
Aggregator
generator Detector Node
lIoT Vulnerable
Vulnerabilit nodes MINID RETRNLS Eld%e
Crawler 4 of Honeypots 00
loT
Nodes

FL Attacks/attack patterns
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Enhancing loT data privacy & Trust

N

Decenftralized Ethereurm “
Interledger
B”dge Bridge

-
- -

Bl S
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Enhancing loT data privacy & Trust

.

c ompatible SAREF ontologie: —'='
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loT device @ e
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>

Semantic Twin

Self-Sovereign
ldentities Semantic Twins
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TRIAL #1

loT-NGIN Integration Infrastructure Technology Lab
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TRIAL #2

_ Human-Cenfred Twin Smart Cities Living Lab

- UC#1: Traffic flow prediction & parking prediction
« UC#2: Crowd management
« UC#3: Co-commuting solutions based on social networks

o RO Lo
. Ruoholahti !
Q

. Jatkasaari

AV shuttles Traffic se‘m‘hsors (radar + camera)
\ —
data data
- -
sy, Tallinn w Helsinki -
Sensors —  port port (Jatkasaari) " — Weather, AQ & other

Sensors
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TRIAL #3

& Smart Agriculture loT Living Lab

- UC#4: Crop diseases prediction, Smart - UC#5: Sensor aided crop

irrigation and precision aerial spraying harvesting
+ Opftimization of the crop harvesting process - Improvement of the prediction of crop
« Operational costs’ reduction disease
. #@ﬁ&%ggﬁ‘iﬁgfﬁﬂoﬁéﬁ m%f services related - Optimization of precision aerial spraying
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TRIAL #4
& Industry 4.0 Use Cases & Living Lab #1

- UC#6: Human-centred safety in a self-aware indoor factory
environment

« AGV - Human collisions prevention
* AR human assistance

@ @ @ _i Worker
[:{:] == Factory wall
] BTH  Lload stat
N /\ - @)  Unload station
w Bl Hev
~— HGVpath
@! |;| A Q B Acv
A I_ @ m ~ AGVpath
o'®o w [_1 Fixed screen
ﬂi [{] Fixedcam
) @  uwBBeacon
_ ﬁ O $ PAIPS 2 VL-P‘ LED Panel
@ S @ @ Wifi AP
vy i) - L2 B 7 AR B EdgeServer
— | | -0
) BOSCH o ©o
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TRIAL #5
Industry 4.0 Use Cases & Living Lab #2

- UC#7: Human-centred Augmented Reality assisted build-to-
order assembly

- UC#8: Digital powertrain and condition monitoring

&

Powertrain
aall
i ._.._.C;Epu — @ —G
Power supply Drive Motor MPT Load m;chi_nery /
Transfarmer application

A I IR
nemw
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TRIAL #6

8 Smart Energy Grid Active Monitoring/Conftrol Living Lab

UC#9: Move from reacting to acting ~ UC#10: Driver-friendly
in smart grid monitoring and control  dispatchable EV charaina
-
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Trial #7

& |loT-NGIN Technology and Living Labs Federation

* Federation of OnelLab
and RWTH/EDD EuroLab
with |oT-NGIN instances in
5 living Lalbs

» Further extended via the
Open Calls
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