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Introduction

* \We moved from hardware centric to software centric and now

* 5G use-cases and its varied traffic distribution have stringent
latency, data rate, bandwidth than 4G LTE.

* Availability, Reliability and Scalability properties are expected of

5GS to ensure the above requirements of KPIs.
Virtualization has helped to achieve scalability

Stateless Network Functions helps in achieving resiliency and

hence reliability.

Software [Jj Hardware

Tight coupling of Virtual Software + Virtual Software
Hardware and software Commodity Hardware Functions + DataStore
+ Commodity Hardware

@ scalability @ Scalability @ Scalability
. Resilence ‘ Resilence @ Resilence

\ 4

Toward statelessness = Towards resilience

NF v (@

~
R

Value
Storage

User ID Info

- Location Info

Security Info State = (Key, Value)

Bearer Info



State of Art : Architectures

* Various architecture options were proposed riRepsing
[Cone Jo—- - -Sometiu,
to provide resiliency and lower latency. A " Wl :
* Network function vs Instances @:Mw
1:1 Mappin » (), i
* L INg Bf -2 too @ 2?
* 1:N Mapping N
1:N Mapping
* N:2 Mapping - mnee -
| L .
* N:1 Mapping » | @ O @ @ :
| . . i
* In our experimentation, we consider 1:1and _, !“ ) . o :
eNB @M M,..0O D _( PD K(( )))
LR " = = %

T. Taleb et al., "EASE: EPC as a service to ease mobile core network deployment over cloud," in IEEE Network, vol. 29, no. 2, pp. 78-88, March-April 2015.



Today’s Resilency Solutions

e Active — Active:
* Both systems are active

Active - Active

* Need high degree of synchronization (30% TE AN NIWE JANE
CPU resources) @ @
* Expensive

Load Balancer

* Active — Standby: S
(@)
* One stand-by system (( A)) 31/N2_| - -
* Expensive = = —@ ------ { MQME/AMF\

Active - Standby

5G Core

Access

* Both options take few seconds to Network
minutes to resume services apart from
being expensive




Stateless Concept — 3Ws

e What to Store ?

* UE information exchanged between
network entities like IMSI, TA etc.

» State storage template design can be,

* One State
* Multiple States

GUTI

GUTI, Context Type

GUTI, Context Type
GUTI, Context Type

GUTI, Context Type

UE context

User Identification

Location Info

Security Info

Bearer Context

—

ve [F

UE

IMSI

GUTI

UE IP address
C-RNTI

ECGI
TAI
TAI List

LTE K
NAS Security Info
AS Security Info

APN

APN in Use
EPS Bearer ID
DRB ID

QcCl

APN-AMBR (UL)
TFT (UL)

enB | (@)

C-RNTI
eNB S1AP UE ID
MME S1AP UE ID

ECGI
TAI

AS Security Info

EPS Bearer ID
DRB ID

E-RAB ID

S1 TEID (UL/DL)

acl
ARP
UE-AMBR (UL/DL)

MME @

MME

IMSI

GUTI

UE IP address
eNB S1AP UE ID
MME S1AP UE ID

ECGI
TAI
TAI List

NAS Security Info

Default APN
APN in Use
EPS Bearer ID

E-RAB ID

S1 TEID (UL/DL)

S5 TEID (UL/DL)
Qcl

ARP

UE-AMBR (UL/DL)
APN-AMBR (UL/DL)

Subscribed Profile
(Subscribed QCI, ARP,
UE-AMBR, APN-AMBR)

IMSI

APN in Use
EPS Bearer ID

S1 TEID (UL/DL)
S5 TEID (UL/DL)
Qcl
ARP

P-GW

UE IP address

IMSI

ECGI
TAI

APN in Use
EPS Bearer ID

S5 TEID (UL/DL)
Qcl
ARP

APN-AMBR (UL/DL)
TFT (UL/DL)



Stateless Concept — 3Ws

e When to Store ?

* Message-level
* Transaction-level

7

UE

RRC Connection Request

EPC

* Procedure-level

* Challenges

e Number of DB trasactions
e Bottle neck issues
* Consistency issues

ERC Connection Setup

RAC Connection Setup CMPIete | itial UE Message

( with Attach Request )

Attach Accept

Information

Tunnel during Active session

m| W
Elements 33
o= IMSI
w| (@ (B (@ B =
[ossee ]
eNB MME S-GW P-aw Storage QoS Profile
GUTI
TAI
Sreals Seutin Recuest TAI List
Create Sesslon Request
————— NAS Sec
e e Ao L UE IP
ECGI
Create Session Response
______ Stte Creation_for UE, T
Create Sesslon Response APN AMBR
___________ State Creation for UE
. EPS Bearer ID
E-RAB ID
S1-TEID
State Read for UE
- .s.t..". ..... : . ;;E. . S5-TEID
or
@orsasodiibancanahes R Read for UE aci
ARP

| eNB UE S1AP ID

MME UE S1APID




Stateless Concept — 3Ws

e Where to Store ?

* Hierachical storage is benificial
* We define Data Storage Levels (DSLs)

* Central storage
DSL-3
* Challenges ? o - ~
. [ DSL-2 CHEN |
* Strong consistency e o |
| ,.__.’____-—-——————.QPFVNF\
* Network latency S G ——————T

e Bottle neck issues

e e o —

o o — — — — —

__________________

— — — — — — — — — — — — — —

AN

T

é m&MF VNF\

o e wd ————

4 AMF VNF “

o e e e o o —

__________________

—————— — — — — — — — — -

\——————



Network Traffic Analysis

e LTE initial-attach traffic : objective is to understand

the traffic at network entities. ANEEEEEEEESRNREREER
* Volume 9 ciEEEE=asEEsioSEEmEEseE
* Number of requests made by UE g “EESG P
« Number of requests/queries made by NF to PN
datastore TR TNES
* Size
* Bytes of signalling messages
* Bytes of state to/from datastore P User Context Data @ 4G Network entities E
;, 509 458 MB/min 12003
* Frequency § 20000 izgg
* Influenced by both volume and size per unit | 5 .5 o0 g
time s000 "
* Only 60% of requests are accepted, 40% requests SEFSFFEIFFEVINT 2
consume some network entity resources. iy e e

Savita Sthawarmath, Eric Renault, Thierry Lejkin, Designing Stateless Control- Plane for Next-Generation Telecom Networks, IEEE MEDITCOM



User/Data-Plane Stateless ?

* High throughput is expected of an User-Plane function.

* Next-Generation User-Plane Fuction
* Data Plane Development Kit (DPDK)

* Vector Packet Processing (VPP)

* Intel Experiment
* 50K users
» 295 packets/sec (per UE)

e 32 -40 microseconds PPL

)
5G Core

=1

N4
> UPF
N6
MEC

Latency: stable
Jitter: stable

ms

L

IN369I/F ! | Single-Queue
«-» 1 NIC '

SN oW

LOW QUALITY

rrrrrrr

Latency: stable
Jitter: unstable

I N3,69 I/F ! | Single-Queue

err N -

_____ PktDrop
T

NextGen Architecture Concept

[Normmal Load ]

Multi-Queue
URLLC Flow

Latency: stable
Jitter: stable

I N3,6,9I/F
-» | NIC !
<+ - \

| "'\ [NoQoS Flow
) \-

[Heavy Load ] —

HIGH QUALITY

Multi-Queue

Latency: stable
Jitter: stable

I N3,6,9I/F :
«-» NIC |

1 :\ NoQoS Flow

White Paper, Intel and SK Telecom, Low Latency 5G UPF Using Priority Based 5G Packet Classification




Quasi-Local Stateless Model

e Part 1 — UPF caches the UE context to external datastore like 3GPP UDSF (TS 29.598).

* Part 2 — Upon failure, a new instance fetches the UE context to process packets and caches it for
future purpose.

TS 23.214 TS 23.214
TS 29.244 TS 29.244

UPF Cache




One User-Plane Function case

» Traffic following data service request

* Over a period of 24h

» Data service request (non voice)

* Assumptions (based on Intel experiment)
* Number of UPFs = peak users/50K = 3 UPFs
* Data service requests @ one UPF =~ 34% of total requests
* One data request = 295 packets

e Applying Stateless Schemes

* True Stateless — every packet needs context fetch
* Quasi-Local Stateless — first packet of UE needs context fetch
» Stateful — no fetch, context always in local cache.

* E2E latency is maintained with Stateless UPF

Data service request per minute

DL packets per minute

Data Users and Service Demand

3.50E+05
3.00E+05
2.50E+05
2.00E+05
1.50E+05
1.00E+05
5.00E+04
0.00E+00
S33323232233=2>=23232=2=22=2=2=232=2=2=2=2¢2
CCCCLCCCICCICCCCCAoa0o000 oo oo o
O S 0N WOWOTOWONWOSTSTOOUNOOTONOWO S OANOO T
oI TN O N A oS TN N N o oCoNnST TN O
ANNAANNTHDONRONDNS AN N® Fih O ON®ROS A
— — o —
e Number of Data Events Per UPF Data Events (35%)
e Number of Data Users Per UPF Data Users (3%)

One User Plane Function Case (Assuming Intel® Xeon®
Gold 6252N Processor - 24 Cores, 192GB DRAM )

3.16E+06

3.16E+05

oooooooooooooooooooooooo
eeeeeeeeeeeeeeLeeeeeeeaee
mmmmmmmmmmmmmmmmmmmm

e D Packets/UPF DL True Stateless

160000
140000
120000
100000
80000
60000
40000
20000

DL Quasi-Local Stateless & DL Stateful

Number of data users

Total Packet processing time in seconds



Failure Scenario

Network entity operations with instance failure in 1:1 Architecture
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* Failure recovery

* Non-telecom service with Quasi-Local
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* Instance boot time

e Simulation on Google Cloud Platform

* Average time of 25 seconds
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Future Work

e Use Quasi-Local Stateless
in real telecom system.

* Open 5GS —5G SA core
* UERANSIM — UE, eNB

e Challenges

e Resource with 32+ GB of
RAM

N
S

5G Control Plane VM

mai6 15:59

gNB VM

&0 Activities (=) Terminal » mai 6 15:59

- o x Q*f,.
suppoor@suppoor-VirtualBox:...

'F : [smf] : [3dd20280-cd43-41ec-80f3-e9b5e6853c05] (NF-discover) NF registered (. mnl
./src/smf/nnrf-handler.c:286)

UERANSIM v3.2.6

[2022-05-06 15:55:11.975]
4 ed (../src/smf/nnrf-

Activities ) Terminal v O -

suppoor@suppoor-VirtualBox: ~/open5gs Q = suppoor@suppoor-VirtualBox: ~/UERANSIM/build Q

nr-binder

suppoor@suppoor-VirtualBo suppoor@suppoor-VirtualBo

$ sudo ./nr-gnb -c ../config/open5gs-gnb.ya

[sctp] ] Trying to establish SCTP connection... (192.16

: [sr [3dd20280-cd43-41ec-80f3-e9b5e6853c05] (NF-discover) NF Profile updat
ed (../src/smf/nnrf-handler.c:334)

: [app] : Try to discover [PCF] (../lib/sbi/path.c:110)

: [smf] : [3dd97a88-cd43-41ec-ae57-93411bd9cc53] (NF-discover) NF registered (
./src/smf/nnrf-handler.c:286)
[smf] [3dd97a88-cd43-41ec-ae57-93411bd9cc53] (NF-discover) NF Profile updat

dler.c:334)

: UE SUPI[imsi-001010000000000] DNN[internet] IPv4[10.45.0.2] IPv6[] (.

8.1.29:38412)

[2022-05-06 15:
\ 2)
[2022-05-06 15:
[2022-05-06 15:55:12.023]
[2022-05-06 15:55:12.027]
220 ot oc ar cr 2o oo2)
[2022-05-06 15:56:13.447]
[2022-05-06 15:56:48.803]
[2022-05-06 15:57:26.168]
[2022-05-06 15:59:10.283]
[2622-05-06 15:59:12.012]
[2022-05-06 15:59:12.013]
[2622-05-06 15:59:12.110]

: [ ] : [115] LOCAL No Reponse. Give up! for step 1 type 5 peer [192.168 [2022-05-06 15:59:12.336]
.1.32]:8805 (../lib/pfcp/xact.c:618) 1l

:112.023] 3841

[sctp] ] SCTP connection established (192.168.1.2

:12.023] ] SCTP association setup ascId[3]
] Sending NG Setup Request
] NG Setup Response received
1 Mc cobuo o
] UE[1] new signal detected
] UE[1] signal lost
] UE[2] new signal detected
] UE[3] new signal detected
] RRC Setup for UE[3]
] Initial NAS message received from UE[3]
] Initial Context Setup Request received
] PDU session resource(s) setup for UE[3] count[

[sctp]

[ngap]

(ngop}

[rre] [
[rls] [
[rre] [
[rrc] [
[rre] [
[ngap] [
[ngap] [
[ngap] [

i

: [sr
./src/smf/npcf-handler.c:492)
: [atp]
[
i [
./src/smf/nnrf-handler.c:286)

: [smf] : [3dd3aead-cd43-41ec-aabe-a9514b635a23] (NF-discover) NF Profile updat
ed (../src/smf/nnrf-handler.c:334)

: gtp_connect() [192.168.1.26]:2152 (../lib/gtp/path.c:60)
: Try to discover [AMF] (../lib/sbi/path.c:110)
[3dd3aea®-cd43-41ec-aabe-a9514b635a23] (NF-discover) NF registered (.

&

1
=nf]

UE VM

mai 6 15:59

&5 5 g G rwtcn T
i Open5GS-UP1 [Running] - Oracle VM VirtualBo - O
5G User Plane VM

mai 6 15:59

() Terminal v

R DI 4 -
* Firefox Web Browser

suppoor@suppoor-VirtualBox: ~/open5gs = - = x 2022-05-06 15:59:12.003] |rrc]
2022-05-06 15:59:12.004] [rrc]
[2022-05-06 15:59:12.004] [nas]
2022-05-06 15:59:12.060] [nas]
@ - 3: [app] 72022-05-06 15:59:12.070] [nas]
(../1ib/app/ogs-init.c:129) 72022-05-06 15:59:12.070] [nas]
: : [app] : 72022-05-06 15:59:12.101] [nas]
/1ib/app/ogs-init.c:132) 72022-05-06 15:59:12.101] [nas]
: [p ] : pfcp_server() [192.168.1.26]:8805 (../lib/pfcp/path.c:30) fE]

] : gtp_server() [192.168.1.26]:2152 (../lib/gtp/path.c:30) 72022-05-06 15:59:12.101] [nas]
: UPF initialize...done (../src/upf/app.c:31) 72022-05-06 15:59:12.101] [nas]
: ogs_pfcp_connect() [192.168.1.29]:8805 (../lib/pfcp/path.c:61) 2022-05-06 15:59:12.101] [nas]
/scc/unf/nfen-sm_c-173) - ©2022-85-06 15:59:12.101] [nas]

[upf] [Added] Number of UPF-Session -ategory[MO_sig]
[2022-05-06 15:59:12.304] [nas]
2022-05-06 15:59:12.326] [nas]

Activities

Activities () Terminal v

& -

suppoor@suppoor-VirtualBox: ~/UERANSIM/build Q

1 RRC connection established
] UE switches to state [RRC-CONNECTED]
] UE switches to state [CM-CONNECTED]
] Authentication Request received
] Security Mode Command received
] Selected integrity[2] ciphering[0]
] Registration accept received
] UE switches to state [MM-REGISTERED/NORMAL-SERVI

S Open5GS daemon v2.4.5-51-gd50a5a4

: Configuration: '/home/suppoor/open5gs/install/etc/open5gs/upf.yaml’

File Logging: '/home/suppoor/open5gs/install/var/log/open5gs/upf.lo Ei

] Sending Registration Complete
] Initial Registration is successful
] Sending PDU Session Establishment Request
] UAC access attempt is allowed for identity[0],

fcp]

f1 : PFCP_associated (

[gt
[app]
[
7

] Configuration Update Command received

] PDU Session Establishment Accept received
[2022-05-06 15:59:12.327] [nas] ] PDU Session establishment is successful PSI[1]
[2022-05-06 15:59:12.410] [app] ] Connection setup for PDU session[1] is successfu
TUN interface[uesimtun®, 10.45.0.2] is up.

: $
s is now 1 (../src/upf/context.c:164)
: [atp : gtp_connect() [127.0.0.4]:2152 (../lib/gtp/path.c:60)
: [upf : UE F-SEID[CP:0x1 UP:0x1] APN[internet] PDN-Type[1] IPv4[10.45.0.2]

IPv6[] (../src/upf/context.c:367)
[ : [gt : gtp_connect() [192.168.1.27]:2152 (../lib/gtp/path.c:60) . L,
= .

- U@ 088 E6 s




Conclusion

e Quasi-Local Model is well suited for User-Plane traffic

* Packet processing latency is close to current stateful systems.

* Indeed less expensive than that of dedicated redundant back-up systems.



